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1. Introduction 
To visualize the discrete objects and the relations between them, graphs are of great help. Graphs basically contain 

objects represented as vertices or nodes and relation between them as lines (edges) connecting the nodes. 

 

In recent years Graph theory concepts such as spanning tree, Euler graph, complete graph and molecular graphs are 

being utilized in cryptography ([8]-[19]). In [4] and [6], Chayakumari et.al. have considered super and multiple encryption 

method using Fibonacci and Lucas transformation. 

 

The unique property of tree helps to solve many traversal problems like BFS, DFS in Data structure, optimal prefix 

codes in cryptography, sorting etc. Huffman’s code gives an efficient way to compress the text message by always giving 

optimal tree with leaves as letters in the messages. To enhance the network security of encrypted message we have 

proposed a method of constructing a type of cryptosystem using the idea of trees. 

 

In this paper, we propose a super-encryption method by exploring the idea of optimal prefix codes by constructing an 

optimal tree from the numerical equivalents of the plain text and Affine transformations. 

 

2. Basic Definitions 
Graph: Graph is a mathematical representation of a network and it describes the relationship between discrete objects. 

Simple Graph: A graph without loops and parallel edges is called a simple graph. 

Directed Graph: It is a graph in which the edges have a direction. This is usually indicated with an arrow on the edge. 

Un-directed Graph: It is a graph where the vertices or nodes that are connected together, where all the edges are 

bidirectional. 

Connected Graph: A graph is said to be a connected graph if there is a path between every pair of vertex. 

Disconnected Graph: A graph is said to be a disconnected graph if it has two or more components. 

Complete Graph: A simple graph with ‘n’ mutual vertices is called a complete graph and it is denoted by 𝐾𝑛. 

Bi-partite Graph: It is a graph whose vertices can be divided into two disjoint and independent sets U and V i.e., every 

edge connects a vertex in U to one in V. 

Complete Bi-partite Graph: It is a graph whose vertices can be partitioned into two subsets 𝑉1 and 𝑉2 such that no edge 

has both end points in the same subset and every vertex of 𝑉1 is incident on every vertex of 𝑉2. 

Tree: If there is a graph which has no cycles but there exist a unique path between any 2 vertices is referred to as a tree. 

Classification of trees: A normal tree has no restriction on the number of leaves each node can have. 

Binary tree: A rooted tree is called a binary tree if every vertex is of out-degree less than or equal to two. 

Complete Binary tree: A rooted tree is said to be complete binary tree if every internal vertex is of out-degree two. 

Full Binary tree: A complete binary tree where every leaf is at the same level is length of path from root to leaf is same 

Weighted tree: A tree in which each leaf/edge is assigned a positive integer is called a weighted tree 

Optimal tree:  For a given set of weights, there can be many weighted trees. A tree in this set which carries the minimum 

weight is called an optimal tree. 

Code: A code is a binary sequence of 0’s and 1’s which are assigned to each letter in the message. 

Prefix code: A set P of binary sequence is such that any binary sequence in P does not appear in the beginning of the 

binary sequence of any other code then P is a prefix code 

E.g.: P= {11,101,001} 
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Optimal prefix code: An optimal prefix code with minimal average length. Huffman code is a particular type of optimal 

prefix code that is commonly used for lossless data compression. 

Cryptography: Cryptography is the technique of sending messages by preserving the secrecy. 

Plain text: Plain text refers to the information or message that is to be sent by the sender to the receiver. 

Cipher text: Cipher text refers to the encoded or encrypted message that contains the plain text in an unreadable format. 

There are two types of cryptography 

a) Symmetric/private key cryptography: In symmetric key cryptography, we use the same key for both encryption 

and decryption. 

b) Asymmetric/public key cryptography: In asymmetric key cryptography, we employ different keys for both 

encryption and decryption. 

Affine transformation: Affine Transformation is a kind of a symmetric key crypto-system given by 

 𝑐 = 𝑎𝑥 + 𝑏(𝑚𝑜𝑑 27) and its inverse affine transformation is 𝑥 = 𝑎−1(𝑐 − 𝑏) (mod 27) (including space). 

 

3. Proposed Encryption Algorithm 
Step-1: Consider the plain text ‘m’ and write its numerical equivalent. 

Step-2: Draw an optimal tree by using Huffman’s procedure with the above numerical equivalents. 

Step-3: Prefix codes of the letters obtained as leaves in the optimal tree converted to decimal equivalents. 

Step-4: Add level of each leaf to the decimal equivalent obtained in step-3 and sender sends this cipher text to the receiver 

keeping the level as secret key. 

Step-5: Sender again encrypts the cipher text obtained in step-4 by using affine transformation. 

 

4. Proposed Decryption Algorithm 
Step-1: Receiver receives the cipher text from the sender and decrypts with inverse affine transformation as first level of 

decryption. 

Step-2: Receiver again decrypts the cipher text and applies secret (private key-level) to the cipher text as second level of 

decryption. 

Step-3: Subtract the levels of optimal tree from the numerical equivalents of decrypted text. 

Step-4: Now, the receiver constructs his own optimal tree with the private key sent by the sender. Finally, the plain text 

will be retrieved. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Fig. 1 Flow chart for encryption decryption scheme 
Example:  

Encryption: Take the sentence “GOD_IS_GREAT” and write its numerical equivalents as weights and construct an 

optimal tree. 
Table 1. The numerical equivalents of the alphabets 

Alphabets A B C D … L … W X Y Z _ 

Numerical value 0 1 2 3 … 11 … 22 23 24 25 26 
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Write the alphabets in the ascending order of their numerical equivalent. 

 

Alphabets A D E G G I O R S T _ _ 

Numerical 

value 
0 3 4 6 6 8 14 17 18 19 26 26 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2 Construction of optimal tree 

 
Table 2. First level encryption 

Alphabets G O D _ I S _ G R E A T 

Binary 

equivalent 
0000 001 010001 110 0101 100 111 0001 011 01001 010000 101 

Decimal 

equivalent 
0 1 17 6 5 4 7 1 3 9 16 5 

Level 4 3 6 3 4 3 3 4 3 5 6 3 

Decimal 

equivalent 

+ Level 

4 4 23 9 9 7 10 5 6 14 22 8 

Cipher 

text 
E E X J J H K F G O W I 

 

Then “GOD_IS_GREAT” is encrypted as EEXJJHKFGOWI as first level of encryption. Now, affine transformation is 

employed to the cipher text obtained in the first level. 
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Table 3. Second level of encryption 

Cipher text Numerical equivalent 
Affine transformation 

C=5x+7 

5x+7 (mod 

27) 

First level 

Cipher text 

E 4 27 0 A 

E 4 27 0 A 

X 23 122 14 O 

J 9 52 25 Z 

J 9 52 25 Z 

H 7 42 15 P 

K 10 57 3 D 

F 5 32 5 F 

G 6 37 10 K 

O 14 77 23 X 

W 22 117 9 J 

I 8 47 20 U 

 

Decryption: 

By taking the cipher text obtained in the second level AAOZZPDFKXJU and decrypting with inverse affine 

transformation x=11(c-7). 

 
Table 4. First level of decryption 

Final Cipher text Numerical equivalent 
Inverse Affine transformation 

x=11(c-7) (mod 27) 
Final Cipher text 

A 0 4 E 

A 0 4 E 

O 14 23 X 

Z 25 9 J 

Z 25 9 J 

P 15 7 H 

D 3 10 K 

F 5 5 F 

K 10 6 G 

X 23 14 O 

J 9 22 W 

U 20 8 I 

 

Now, subtract the levels of optimal tree from the numerical equivalent of decrypted text. Then, the receiver constructs 

his own optimal tree with the private key sent by the sender. 

 

5. Conclusion 
The constructed cryptosystem is more secure than symmetric key cryptosystem with polynomial running time. This 

can be extended to public key cryptosystem. 
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