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Abstract - With the rapid advancement of cloud computing and the Internet of Things (loT), massive data outsourcing has
become an inevitable trend. However, this paradigm brings significant challenges to data security and fine-grained access
control. Traditional single-authority Attribute-Based Encryption (ABE) schemes suffer from inherent drawbacks such as key
escrow, heavy computational overhead, and inefficient user revocation. To overcome these limitations, this paper presents an
efficient Multi-Authority Revocable Attribute-Based Encryption (MA-RABE) scheme. The proposed scheme eliminates the need
for a centralized authority by employing a distributed key generation protocol, ensuring secure and decentralized master key
distribution while mitigating single points of failure. Furthermore, a lightweight attribute revocation mechanism is designed,
which only requires updating the user’s attribute key and one ciphertext component, significantly reducing computation and
communication costs. To guarantee forward security, a version-based revocation strategy is introduced to prevent revoked users
from decrypting previously accessible ciphertexts. In addition, the scheme supports outsourced decryption, allowing
computationally intensive operations to be executed by a semi-trusted server, thereby minimizing local computational load on
end devices. Security analysis shows that the proposed scheme achieves IND-CPA security and resists collusion attacks, while
performance evaluation demonstrates that it achieves lower computational overhead in key generation, encryption, and
decryption compared with existing approaches. Hence, the scheme is particularly suitable for resource-constrained mobile and
IoT environments.
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1. Introduction

With the rapid growth and widespread adoption of cloud computing, big data, and the Internet of Things (IoT), more and
more enterprises and individuals are choosing to outsource data storage and computation [1][2]. This approach takes advantage
of the elastic resources offered by cloud services, greatly improving data processing efficiency while lowering costs. However,
it also creates a separation between data ownership and management, which brings serious security concerns. When sensitive
data is hosted in external environments, it becomes more vulnerable—whether to internal threats, external attacks, or untrusted
service providers—posing significant risks to its confidentiality, integrity, and controllability [3].

To enable secure sharing of outsourced data and achieve fine-grained access control, considerable research efforts have been
undertaken in academia and industry. Among various cryptographic primitives, Attribute-Based Encryption (ABE) has emerged
as a highly promising solution [4]. The core idea of ABE is to treat user identity as a set of attributes and bind decryption
capabilities to access policies. Data owners can define flexible access policies embedded either within ciphertexts (Ciphertext-
Policy ABE, CP-ABE) or user keys (Key-Policy ABE, KP-ABE), enabling one-to-many encryption and fine-grained access
control without continuously relying on a trusted central party [6][7]. This makes ABE an ideal candidate for building secure
data sharing systems. But traditional ABE schemes—especially CP-ABE—still face a problem when deployed in real-world
cloud and IoT environments: most schemes rely on a single Central Authority (CA) to handle all key generation and management.
This does not just create a trust bottleneck and a single point of failure; it also puts increasing pressure on performance as the
system scales up [10].
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Sahai and Waters [1] introduced Fuzzy Identity-Based Encryption (Fuzzy IBE), which supports decryption under a certain
error tolerance using "fuzzy identities" and laid the groundwork for Attribute-Based Encryption (ABE). In 2006, Goyal et al.
[4]further proposed an ABE scheme supporting access policies and categorized ABE into Ciphertext-Policy ABE (CP-ABE) and
Key-Policy ABE (KP-ABE) according to where the access structure is embedded. Chase et al.[5] were the first to propose multi-
authority attribute-based encryption. This distributed the management of the attribute space among multiple independent
authorities, enhancing system robustness and scalability [11]. Chang et al. [8] proposed a T-ABE scheme that migrates the key
processing procedure of the ABE scheme to a Trusted Execution Environment (TEE), ensuring the security of this procedure
when deployed on a fully untrusted cloud platform. Gudipati et al. [9] put forward a quantum-resistant, traceable, revocable, and
non-key-escrow CP-ABE scheme for cloud storage scenarios. However, in dynamic systems, user attributes tend to change
frequently, so having an efficient revocation mechanism becomes critical. Existing approaches often require either the data owner
or the cloud server to fully re-encrypt the ciphertexts, or they depend on complex key update protocols—both of which bring
heavy computational and communication overhead [11].

In current research, within the context of multi-authority ABE, relatively more secure and fully decentralized encryption
schemes are scarce. Building upon scheme[8], this paper introduces algorithmic improvements to propose an efficient,
decentralized, and revocable attribute-based encryption scheme supporting multiple authorities. By introducing Distributed Key
Generation (DKG) in a multi-authority setting, this scheme achieves more secure and fully decentralized encryption. To address
the above challenges, the contributions of this paper are as follows:

1. This design adopts a fully decentralized architecture, doing away with the need for any centralized coordination authority.
Each attribute authority operates independently, managing its own dedicated domain and handling key generation and
permission verification through distributed collaboration. As a result, single-point dependencies are completely eliminated,
and the system becomes more robust and scalable.

2. A lightweight attribute revocation mechanism is proposed. The revocation process requires updating the user’s attribute key
and one ciphertext component, thus avoiding complete data re-encryption. Meanwhile, forward security is ensured to prevent
revoked users from accessing data using old keys.

3. The scheme adopts an online/offline approach, offloading computationally intensive operations in the decryption process—
such as bilinear pairing and matrix operations—to an offline outsourced server, while the user terminal only needs to perform
simple exponential operations. This effectively reduces resource consumption on end devices, making the scheme well-
suited for lightweight devices like mobile terminals.

The rest of this paper is organized as follows: Section 2 reviews related work. Section 3 introduces cryptographic
preliminaries. Section 4 presents the system model and scheme overview. Section 5 details the construction of our scheme.
Section 6 provides a security analysis. Section 7 evaluates performance, and Section 8 concludes the paper.

2. Related Works
This section is dedicated to related work on Multi-Authority Attribute-Based Encryption (MA-ABE), revocation
mechanisms, and outsourced cryptographic operations.

2.1. Multi-Authority Attribute-Based Encryption

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) has been widely adopted in various cloud scenarios due to its fine-
grained access control capabilities, which allow data owners to define access policies flexibly. However, single-authority ABE
schemes suffer from issues such as excessive computational burden, high risk of single-point failure, and over-reliance on a
central authority. To mitigate these limitations, Chase [5] introduced a Multi-Authority ABE (MA-ABE) scheme. Subsequently,
Chase et al.[13] further enhanced user privacy by eliminating the trusted central authority, thereby preventing excessive
concentration of user information. Lin et al. [14] proposed a threshold-based Multi-Authority Fuzzy Identity-Based Encryption
(MA-FIBE) scheme, which can be extended into an MA-ABE framework. Liu et al. [15] presented an MA-ABE scheme with
constant-size ciphertexts and support for partially hidden policies. Wu et al. [27] proposed a multi-authority attribute-based
security scheme featuring an updatable policy. By introducing a policy update key, the scheme enables efficient access to policy
updates with low overhead.

While Multi-Authority ABE (MA-ABE) effectively disperses single-point bottlenecks and enhances privacy, it still faces
three key challenges: the communication overhead of inter-authority coordination, a lack of safeguards against semi-trusted
authorities, and scalability limitations with a growing number of entities.

2.2. Revocable Attribute-Based Encryption
Hur et al. [3] integrated ABE with group management techniques to achieve revocation. However, a revoked user may still
access outsourced data using other valid attributes they retain. Hoang et al. [6] proposed a CP-ABE scheme that supports both
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attribute and user revocation. By incorporating re-encryption techniques, their approach ensures the confidentiality of historical
communications and employs a binary tree structure for efficient user information storage. Xiang et al. [16] designed a real-time,
revocable, fine-grained attribute-based CP-ABE scheme that leverages version control to enable instant attribute revocation. Guo
etal. [11] proposed an efficient traceable and revocable ABE scheme for cloud storage environments. Ge et al. [28] proposed an
attribute-based proxy re-encryption with direct revocation (ABPRE-DR) for encrypted data sharing, which enables cloud servers
to directly revoke the original shared set of users associated with the re-encryption key. Yin et al. [7] introduced a traceable CP-
ABE scheme with direct revocation tailored for medical data sharing. Zhou et al. [17] utilized broadcast encryption to revoke
user keys; however, their scheme only supports a single authority and does not address the key escrow problem.

Revocation is crucial for the practical deployment of ABE. While direct and indirect revocation suffer from limitations in
thoroughness and real-time performance, respectively, existing schemes generally face an efficiency-security trade-off and are
difficult to integrate into multi-authority architectures. Consequently, achieving secure and efficient real-time revocation in a
decentralized setting remains an open challenge.

2.3. Outsourced Encryption and Decryption

To address the issue of high computational overhead in traditional ABE for resource-constrained clients, Khan et al. [18]
introduced an online/offline-assisted attribute-based multi-keyword search scheme, which shifts the most computationally
intensive tasks to the offline phase, effectively reducing online computation overhead. Li et al.[19] designed an online/offline
MA-CP-ABE scheme based on cryptographic reverse firewalls for IoT scenarios. For applications requiring high security and
real-time performance, Luo et al.[20] proposed an efficient CP-ABE scheme in industrial settings that offloads most computations
to servers while supporting policy hiding. Li et al. [29] proposed a flexible policy-hiding multi-group attribute-based encryption
(PH-MG-ABE) scheme. To alleviate the local decryption burden on users, the heavy decryption tasks are outsourced to a cloud
server, and the correctness of the outsourced decryption is verifiable.

Outsourcing strategies enable ABE on resource-limited devices by offloading intensive computations, with online/offline
cryptography further boosting efficiency. However, these approaches inherently depend on the cloud server's honesty, requiring
verification mechanisms and introducing privacy risks from delegated keys/tasks. Moreover, research lags in securely
outsourcing the encryption phase, especially within the challenging multi-authority setting.

Research has made significant yet siloed advancements in MA-ABE, revocation, and computation outsourcing. A holistic
solution that integrates a multi-authority architecture, efficient revocation, and verifiable computation outsourcing remains
elusive. Thus, an innovative scheme is urgently needed to build a practical and lightweight ABE system for resource-constrained
users.

3. Preliminaries
3.1. Bilinear Pairing
Consider three multiplicative cyclic groups G;, G, , and G of prime order r. Let G; = (g;) and G, = (g,),
where g, and g, are generators of G; and G, respectively. A bilinear pairing is a map e: G; X G, — G with the following
properties [21]:
1. Bilinearity: forall,d € Z, , e(g%, g3) = e(g1, g2)* .
2. Non-degeneracy: The map e does not send the generators g; and g, to the identity element of Gr, i.e.,e(gy, g2) # 1g,.This
implies that for any generators g; € G, and g, € G, the value e(g4, g,) is also a generator of G.
3. Efficiently computable: for any p € G, , and q € G, , there exists an efficient algorithm to calculate e(p, q) € Gy .

3.2. Linear Secret Sharing Scheme (LSSS)
Consider a set of parties P and a secret sharing scheme IT over P.II is called a linear secret sharing scheme over Z, if I1
fulfills the following requirements [22]:

1. Every party P € P holds a piece of information called a share, and the collection of all shares forms a vector over Z,. .

2. There exists a share-generating matrix A for I of size (I X n) , along with a labeling function p(i):{1,...,1} - P that
assigns each row i of A to a specific party. Let s € Z,. be a secret that will be shared using IT , and v = (s, S5, ...,S;) be a
column vector, where s,, ..., s,, € Z, are chosen uniformly at random. In addition, forall i € {1, ..., 1}, A4; = A;v is the vector
of [ shares that distribute a secret, denoted s, according to the scheme IT . The share A; belongs to the party indicated by
p (i) . In the context, attributes serve the role of the parties described above.

73



Chungen Xu et al. / IJMTT, 72(3), 71-89, 2026

3.3. Security Assumption

Definition 1 (Decisional Bilinear Diffie-Hellman (DBDH) in Type-3 Pairings Assumption). Given a valid Type-3 pairing
defined on the set of parameters {G,, G,, Gr, g1, 92,7} , the DBDH assumption holds if no probabilistic polynomial-time PPT
algorithm can distinguish a DBDH tuple (g% g2, 95 9% 9% 95 e(g1,92)?¢) from a random tuple
(g?,gf,gf,g%,gf,gg, e(gl,gz)z) with nonnegligible advantage, where a,b,c,z € Z,, g, € G, and g, € G, are selected
uniformly at random. The problem of distinguishing a DBDH tuple from a random tuple is called the DBDH problem. [10]

4. System Model and Scheme Overview
4.1. System Model

Instead of relying on a Central Trusted Authority (CTA), the proposed scheme distributes trust and functional responsibilities
across five core entities (Fig), namely the Data Owner (DO) and the Attribute Authorities (AAs). As shown in Fig, the interactions
among these Attribute Authorities, the Outsource Service Provider (OSP), the Cloud Service Provider (CSP), the Data Owner,
and the users together form the overall system architecture.
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Fig. 1 System model

1. Attribute Authorities (AAs): These entities are responsible for managing disjoint sets of attributes (e.g., AAl manages
attributes like "Engineer," while AA2 manages attributes like "Location=Factoryl"). They collaboratively generate the
global system parameters through a Distributed Key Generation (DKG) protocol, handle user registration, and issue attribute-
specific secret keys. Critically, no single AA possesses full control over the system.
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performs computationally intensive encryption and decryption operations on behalf of resource-constrained devices. It also
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verifies the validity of user attribute keys during the decryption process.

3. Cloud Service Provider (CSP): The CSP is responsible for storing ciphertexts, public parameters, and keys associated with

the DO. When a revocation event occurs, the CSP updates the affected ciphertexts using update keys provided by the DO.

4. Data Owners (DOs): The Data Owner (DO) encrypts the data with a selected version number, enforces access control by
encrypting the key under a specified policy, attaches a revocation component, and finally uploads the resulting ciphertext to

the Cloud Storage (CSP).

5. Users (Us): These are resource-constrained loT devices (e.g., sensors, actuators) that request and consume encrypted data.
They generate transformation keys for the OSP to enable outsourced decryption and subsequently use their local recovery

keys to obtain the final plaintext.

4.2. Algorithm Definition

Table 1 shows the relevant symbols used in this section.
Table 1. Description of symbols used in the document

Symbol Description Symbol Description
A Security level Duyiax Attribute x key of uid
n Number of users (maximum) DTK ;4 | Decryption Transformation Key of uid
GP Global parameters Z uid Recovery key of uid
AID Set of AAs identifiers U gig Owner secret revocation key of oid
Aid, uid, oid | Authority, user, and owner identifiers, respectively. SR The secret revocation component of oid
S aid Set of attributes of AA aid PR 44 Public revocation parameters of oid
PPyq4 Public parameters of AA aid PUK 44 Provisional update key of oid
MSK .4 Master key of AA aid A Access policy
PPR Public parameters of revocation IC Intermediate ciphertext
SKR Secret key for revocation m Message
CR Revocation component CT Ciphertext
UPK ;4 User public key of uid CT Partially decrypted ciphertext
USK 4 User secret key of uid URK g Update the revocation key of oid
K vid.aid User registration key of uid with aid CT' Updated ciphertext (after revocation)

The scheme consists of 15 algorithms grouped into five phases, with CTA functionalities replaced by AA-DO collaboration.
As depicted in Fig, these phases are the setup phase, the key generation phase, the encryption phase, the decryption phase, and

the revocation phase.

During the setup phase, both the Attribute Authority (AA) and the Data Owner (DO) collaboratively generate the global
system parameters and master keys. In the key generation phase, the AA distributes attribute keys to users. In the encryption

phase, the data owner encrypts the data according to the predefined access policy and outsources the ciphertext to the cloud.

During the decryption phase, the Outsourced Service Provider (OSP) assists users with partial decryption to reduce their
computational overhead. In the revocation phase, the system efficiently enforces access control for revoked users by updating

the revocation components and ciphertexts. The algorithms included in the proposed scheme are outlined below.
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Fig. 2 Workflow of the proposed scheme
(1) Setup Phase
DistributedSetup (A, Ny, t) = (GP) : Based on the security parameters A and the parameters obtained from running the
Pedersen DKG protocol, this algorithm is executed by the DO to generate the global parameters GP . The GP will include the set
of N, ’s identifiers AID and the hash function H .

o AASetup(GP,aid, S;iq, taia) = (PPgiq, MSK,;4) - This algorithm is executed by the AA. It takes as inputs the global
parameters P , the AA identifier aid, and the attribute set S ;4 , and the local secret t ,;4 obtained from the DKG key
distribution. It outputs the AA’s public parameters PP ,;,; and the AA’s master secret key MSK ,;4 -

e  RevSetup (GP,n,a,u) - (PPR,SKR) : This algorithm is executed by the DO. It takes as inputs the GP, the maximum
number of system users n , the master secret key a obtained from DKG key distribution, and the initial version number
u . It outputs the public parameters PPR and the secret key for revocation SKR held by the DO.

(2) Key Generation Phase
o  UserRegAADistributed (GP, PPR,SKR) —» (UPK ,;4,PK ,;;) : In this algorithm, the DO handles user registration by
assigning each user a unique identity identifier and generating the corresponding keys. These keys play a critical role—
they are used for both data decryption and attribute revocation. Specifically, the algorithm outputs a user identifier as
uid, along with the user’s public key as UPK,,;; and private key PK,,;;4.
o  UserRegAA (GP,MSK ,,;,UPK ,;;) = (K uid, m-d) :This algorithm is executed by the AAs to register each user. It takes
the GP, MSK ;4 and UPK ;4 as inputs and generates a user registration key. This key serves as proof that the user has
completed registration with the specific Attribute Authority.
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KeyGen(GP, Sy it MSKaia» UPKuiart) = ({Duiac s )

version-bound attribute keys for users who have previously registered with the AA. It takes as inputs the GP,
MSK .4, UPK ;4 , and the set of attributes of uid managed by aid, denoted S ;4 44 , and the version number u obtained

from the DO. It outputs a set of attribute keys {D uid _x} . These keys are private and will be used to generate
OSP keys.

: This algorithm is executed by each AA to generate

XES yid , aid

UserKeyGen,,,(USK ,;;,K 4, D ,ia) = (DTK ,;4,Z ,;,s) - Each user executes this algorithm to generate OSP keys
required for outsourced decryption. The algorithm takes as inputs USK,,;; , K,,;q and the user’s version-bound attribute
keys D iy = {D uid, X}xes Lo and outputs the required OSP keys and user recovery keys Z ,;; . These keys must be

kept private by the user.

(3) Encryption Phase

OSPEncrypt (GP,PP,;p,, A) — (IC): An OSP (Outsource Service Provider) runs the OSP encryption algorithm, initiated
by a DO. It receives GP, the public parameters of the AAs PP, , and an access policy A as input. This process is
executed before the DO generates the data to be encrypted. The algorithm outputs the intermediate ciphertext IC that is
returned to the DO.

DOEncrypt (GP,IC,A,m,SKR,PP,;,) - (CT) : The encryption algorithm is run by the DO. It takes GP, IC, A, a
message m , SKR, and PP,;,, as input, the algorithm generates the final ciphertext CT , which is associated with the
current version number. The CT is directly uploaded to the CSP.

(4) Decryption Phase

OSPDecrypt(GP,CT,DTK ,;;,u,RL) — (ﬁ) : The OSP decryption algorithm is executed by an OSP to perform an
outsourced partial decryption operation. It intakes GP, CT, FK ;4 , and the current version number u . First, it verifies
whether the version number of the user’s key matches that of the ciphertext. If they match, it then checks whether the
user’s attribute set S ;4 /RL satisfies the access policy in CT. If both conditions are met, the algorithm outputs the

partially decrypted ciphertext. CT . If the version numbers do not match or the attribute set does not satisfy the policy,
the algorithm terminates. The CT is delivered to the corresponding user who requested the ciphertext.

UserDecrypt (GP,PPR,ﬁ, USKuid:Zuid) — (M) :This algorithm is executed by the user. It takes GP, PPR,

CT,USK,;, , and z,;4 as input. In this algorithm, the user decrypts using their identity secret key and the revocation
component. Then, the algorithm returns the decrypted message M .

(5) Revocation Phase

DORevoke (GP, SKR, PPR, uy, RL) — (SKR’, PPR’): The DO executes the user’s attribute revocation algorithm. It
takes GP, SKR, PPR, and the new version number 1, , and the set RL of users or user attributes to be revoked as input.
The algorithm outputs the updated Public Revocation Parameters PPR’ and the updated Secret Revocation Key SKR'.

AARevoke (D ,;;, RL,uy, GP) - (D',;;) :Each AA executes this algorithm. It takes the updated version number u,
obtained from the DO and GP as input. For users not in RL, it updates their attribute keys associated with the version
to D ,uid .

CTUpdate (GP,CT,CR") — (CT") :The CSP executes this algorithm. It takes GP, the CT, and the updated revocation
component CR’ received from the DO as input. Using these, it generates a CT’ to replace the CT stored in the CSP.

4.3. Security Definition

IND-CPA: In this setup, we consider a Probabilistic Polynomial-Time (PPT) algorithm A as the adversary, and let B denote
the challenger. The security of the proposed attribute-based encryption scheme against Chosen-Plaintext Attacks (CPA) can then
be captured through the following game played between the two.

Initialization: The adversary A submits the access policy A to be attacked to the challenger B.
Setup: The challenger B takes the security parameter A as input, executes the DistributedSetup algorithm to generate the Global
Parameters (GP), and sends the global parameters GP to the adversary .
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Phase 1: The adversary A queries the challenger B for the attribute key corresponding to any attribute set S, where S does not
satisfy the access policy A; the challenger B executes the KeyGen algorithm and sends the attribute key corresponding to the
attributes in the attribute set S to the adversary A .

Challenge: The adversary A selects two messages of the same length (mg, m;) and sends them to the challenger B ; then the
challenger randomly selects a bit b € {0, 1}, runs the DoEncrypt algorithm with the input message my, and A , and obtains the
ciphertext CT;, . Next, CTy, is sent to the adversary.

Phase 2: For different attribute sets S’ , the adversary A can request more keys, with the only restriction that S’ does not satisfy
the policy A. The challenger B delivers the requested attribute keys to the adversary A .

Guess: Finally, the adversary A guesses b’ € {0,1} . If b’ = b, the adversary wins the above game. The advantage of the
adversary A in winning the above game is Adv(A) = |Pr(b’' = b) — 1/2]|.

If the advantage Adv(cA) on winning the described security game is negligible for any PPT adversary <A, it is said that an
ABE scheme is secure against chosen-plaintext attacks or CPA-secure.

5. Concrete Construction
This section presents the detailed definition of the proposed Efficient Revocable Attribute-Based Encryption Scheme with
Version-Based Revocation and Outsourced Decryption.

5.1. Detailed Algorithms

5.1.1. Setup Phase

1. DistributedSetup (A, N,,,t) - (GP) :

e According to the inputted security parameter A , define the pairing e : G; X G, = Gy , where G, = (g,), G, = (g,), and Gy
have prime order r.

e K AAs set the threshold t, run Pedersen DKG, and obtain the local secret t ,;; . (aid, @;, ) is sent to DO through a private
channel, where aid is the identifier defined by AA, and a4 is the constant coefficient obtained in the DKG process.

e DO outputs the set of global parameters as:

GP = (61,62, G, 91, 92 ¢, H, g§ = g5*“**, AID)
The DO publishes GP, which will be available for all the system entities.
2. AASetup(GP, aid, S iq, taia) = (PPuig, MSK4i4q): Saiq represents the attributes controlled by the authority. If aid ; #

ahiz,then.samjrn.samz =0.
e  Randomly select exponents etyiq, Baiq € Zr , and compute g, 4, e(g;, g,)*@id, ,gf‘”d
e For each attribute x € S ;; , select a random exponent ¢, , and compute the public key for attribute x as T, = gf"‘t‘”‘”’ .

e Output the public parameters and the master secret key for aid:
PPaia = (e(g1, 92)%4, g7, (T, }yres )

MSKaid = (gf‘aid’ ﬁaid' taiar {tx}VxESaid)
AA ,;; publishes its public parameters PP ,; while keeping MSK ,;; confidential.

3. RevSetup (GP,n,a,u) - (PPR,SKR): The DO runs this algorithm to initialize the revocation mechanism.

an+1

o Forie{l,2,--,nn+2,-,2n}, compute h; = gf‘l, KR = g7
e Forie€{1,2,-,n}, compute h; = gg‘i .
o Selectn € Z,, and compute Vg = g .

o Select the initial version number u € Z,. , and set CR = e(KR, g,)* = e(g4, gz)“"‘wr1 )
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o Compute OCRy = g%,0CR; = (Vg  [lies hns1-)* -
o Define the public parameters PPR and private key SKR prepared for the revocation process:

PPR = ({hi}ie{l,z,-~-,n,n+2,--~,2n}r{ h;}ie{l,z,w,n}'OCRO' OCRI)
SKR = (n,u, Vg, CR,KR)
e OQutput PPR and SKR. Then, the DO publishes PPR while keeping SKR confidential.

5.1.2. Key Generation Phase
1. UserRegAADistributed (GP, PPR,SKR) — (UPK ,;;, PK ,;;) : When a User applies to join the system, the DO performs the
following steps:

e Define uid as the next available index i € {1,2,---,n}.

e Randomly select § ;4 , then compute PK ,;,; = gf “d and Py = g;g uid

e DefineR,; =h] = gfl'n SJoruid =i .
e  Output the user's public key and user private key:

UPK,;q = (uid, PK,;43), USKyiq = (Pyia,» Puiq) Finally, UPK ;4 is made public, and the USK .4 is sent to Usy,;q through a
secure channel.

2. UserRegAA(GP,MSK .y, UPK ,;y) = (K 44 aia ) : Compute

_ Qaid Baid _ . %aid . ,0uid Buid
Kuiagaia = 9, - PKjg® = 9. - 9, ’

Then, send Kyiqaig to Usyiq through a secure channel. After the Us,;q completes registration with all AAs, set K 4 =

{K uid , aid } aid €AID

3. KeyGen(GP,S ,iq ia» MSK iy UPK ig,1) > ({Duian}, g "

Suia N Saia » Which are the user’s attributes managed by the authority aid.

e For each attribute x €S, 4, , compute the attribute key associated with version number u:D;;, =

PKZ;;d ‘ty-H(x)H (W) — gf uid *t aid “txH()H (W) )

) . Set the user’s attribute set S ;4 , and define Sy;4 gig =

e  Output the set of attribute keys {Duid,x} . Then, the attribute keys are sent to Us,;4 through a secure channel.

XESyiduid

After Us,;q receives all attribute keys corresponding to the attributes in S ;4 , set D ,;,; = {D wid 'x}xES .
uid

4. UserKeyGenout(USKuid' Kuidr Duid) - (DTKuidr Zuid) N

pY/Zuia g5uid'taid'fx'H(x)H(u)/Zuid
1 .

e D, randomly selects Z ,;; € Z, . For eachx € S ;4 , compute: Dy;q, = D, [ ;"

i K i i Svuid-Bai 1/Z yiq
e Foreach aid € AID , compute: Ky;;q 40 = Kzii/dz z;zlg/d = (gfatd . gluld Batd) .
1/Z ,; 8. :1/Z
. Compute Puid — Puz{j uid 95 uid 1Z uid )

e Set the OSP key related to uid: DT Kyiq = (Dyias Kuiar Puiar Suia) -

e Return the OSP key DTK;4 and the recovery key Z,,;4 - DTK,;4 is transmitted to the OSP, and Us;q ensures the
confidentiality of Z;q .

5.1.3. Encryption Phase
1. OSPEncrypt(GP,PP,;;, A) — (IC): According to the access policy = (4, p) , where A is a 1 X n LSSS matrix, the OSP
executes this algorithm to generate the intermediate ciphertext IC.

o Define @ as the set of attribute authorities AAs mentioned in A, and generate E and F:
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E = Hgfk — Ekedhﬁk

ked

F= 1_[ e (g1, g2)% = 3(91'92)21‘64’ Tk
ked

e Foralli e {1,2,--,1}, randomly select A;, T; € Z, .
e Generate C,; = E%,C,; = gy

e Output the intermediate ciphertext IC:

1€ = (EF, (Coo Con 40T e 5,)

The OSP sends IC to the DO.

2. DOEncrypt(GP,IC,A,m,SKR,PP ;) — (CT) : This algorithm is executed by the DO to encrypt the message M under
the access policy A .

e Select a random column vector v = (s, S,, Ss,-+S;) € Z2 , where s is the secret to be shared.
e Foralli€{1,2,-,1}, generate the share 4; = A; - v .
e Select a random number ¢ € Z, , then generate the ciphertext CT:

AIEI C: CO;
cr = )

C1,i, Cq, G

Amongit: C=M-FS-CR, Co=g5, C;=E°- Tp‘(g' €14, Cyy = Cyy,C35 = (A — A} — 0)
Subsequently, CT is uploaded to the CSP.

5.1.4. Decryption Phase
1. OSPDecrypt (GP,CT,DTK ,;y,u,RL) - (CT) :

e Verify whether the user’s key version number matches the ciphertext’s version number, that is, determine:

— H(x)H(u)
e(TX' p uid )
decryption.

= 6(5 wid 0 gz) for each x € S ;4 . If they match, proceed to the second step; otherwise, abort the
e Ifuid € RL, determine whether the attribute set S,;;; = Syiq — RLy;q satisfies the access policy A . If not, stop the
decryption. Otherwise, continue the algorithm.

e Define I = {i:p(i) € S',,} as the set of row indices in A marked by the attributes in S ,;q , and select constants w; € Z,.
such that when the share 2; is valid for A, };¢; 4; w; = s.

e Letj = uid, compute the auxiliary decryption element D :

D= e(erqb Ej,k , Co)

= — — = e(gl‘gz)Zkedﬂxk's/Zj
[lie:s [9(61,1' -E%i,P;) - e(Dj pqiy, Coi

)1/H(p(i))H(u)]“’i

e Set and return the partially decrypted ciphertext CT: CT = (D, C) . The OSP sends CT to the corresponding EU ;4 .
2. UserDecrypt (GP, PPR,CT,USKi4, Zyiq) = (M) :

e Letj = uid, and compute the revocation recovery component DR :
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— e(OCRl' h],) =e(gy, g )u~a"+1
R = = 1,92
e(Rj : Hies,i:#j hn+1—i+j ’ OCRO)
c M- g ked a:s. . uantl
e Recoverandreturn M\: M = —— = e(glgzl)] s £(91.92) eS|
D"J-DR e(g1,92)''ke® %k>-e(gq,g2) " "

5.1.5. Revocation Phase
1. DORevoke (GP,SKR, PPR,uy, RL) - (SKR',PPR’") :

e Do add uid or (uid, RL ;4 ) to RL, where RL ;4 represents the specific attributes of the revoked user.

e Select a random version number u, € Z, , and generate

1

Uo n+
CR' = CRu =e(gy, g;)"* .
e Compute OCR) = g,°,0CR} = (Vg - [lies hns1-)"° , and UPK = CR(TO_l) .

e  Output CR’,0CR{, OCR] , UPK.DO replaces OCR,, and OCR; with OCRj and OCR] in PPR, and sends UPK to CSP to
update the stored ciphertext.

2. AARevoke (D ,;4,RL,uy, GP) — (D',,;) - Each AA receives RL and u, , and for the user attributes that are not revoked,

. . . ta ;g txHOOH (uo)
updates their corresponding attribute keys: Dy, = PK ;21 ™ e

id . Subsequently, the updated attribute keys are sent to
EU,;q through a secure channel.

3. CTUpdate (GP,CT,CR") — (CT') :This algorithm is executed by the CSP.
e Generate C':C' = C-UPK = M -e(g,, g;)%ke2®S . e( g;, g,)*0®

n+1

o OutputCT' = (A, E,C',Co,{Crs, Cap, Cas)
CT.

. ) . Finally, the CSP replaces the stored CT with CT' and discards
Vie{1,2,1}

6. Security Analysis
This section demonstrates the correctness of the outsourced decryption and provides a proof of its IND-CPA security.

6.1. Outsourced Decryption Correctness

LtD—DA Then:
etD =5 . Then.

1
— 87BiNZ;
D, :e<1—[Kj,k'Co>:e<1_[ (gfk'éhj k) ]:9§>

kED kED

S S
Ykeo ak'z—j+2ke<p Bkaj'z_).

= e(91,92) )

Let Dg, and Dg, be the pairings in Dg . We have :

Ds = Z (DB1 ’ DBz)wi

i€l

Then:

Dg, = e(Cyy 'EC3'i'Fj)
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LT pAL L p(A-A-e) 8il%
e (E7 T, - - EGtizo), g )

_ e( Yked BrAi:6j/Zj—tp (D) tgTi-65/Z) )
= g]_ , 2
— e(gl’gz)Zkeqb BrAi6j/Zj—tpa)tiTi6j/Z)

= 1/H(p(i))-H(u)
Dp, = e(Dj p(i), C2,i)

) 1/H(p(D))-H(u)
SitktoiyH ‘H Zj .
= e(g11 ietow H(e®) HG/Z) g;l)

= e(gu, 92)°r ™)

A:-8:/7 1\ @i
Dp = 2 (e(gy, go)Pree Ptidil%))

i€l
=e(g,, gz)Zkeqb Br8j/Zj Lier Miwi

S
= e(gl,gz)zmﬁk 77 (2
Combining (1) and (2), we obtain:

S S
Yked ak'z—j+2ke<p ﬁk5j'z—j

D e(g4,
D= Pa _ (91, 92)
Dg

S
Yked ﬁk‘sj‘z_].

e(g1, 92)

= e(gu, g2)%eo /%)

6.2. User Decryption Correctness

DR
Let D = D—Rl . Then, we have:
2

DR, = e(OCR,, h})

u
=e <<VR : 1—[ hn+1—i> 'ggl>
€S

(GRS W

— e(gl' gz)(aj.n+zies an+1—i+j)u (3)

DRZ =e Rj H hn+1—i+j'OCR0

i€S,i#]

i o ML=t
_ aln ZLES,L::)“ u
=e (91 * 9, » 92

=e(g1, gz)(aj'"JrZiES.i*j a1y

4
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Combining (3) and (4), we obtain:

DR, on+l
Dp = D_R2 =e(g1, g2)""
M= € __ M-F°-CR _M- e(g1, g:)2kew S - (g, g )V
- D% Dg B e(gy, g)Tkew %S - e(gy, g)w ™! B e(gy, go)Zkew s - e(gy, go)w o™
6.3. Security Proof
6.3.1. IND-CPA

Theorem 1: 1f the decisional -BDHE assumption holds, no polynomial-time adversary can break through our CP-ABE scheme
with nonnegligible advantage e.

Proof:

Suppose: there exists a probabilistic polynomial-time adversary A that can distinguish the valid ciphertext of a random
element with a nonnegligible advantage = Adv(cA) . The simulator B can solve the decisional DBDH problem with a
nonnegligible advantage «.

Given the parameters of a valid Type-3 pairing {G1, G2, GT, g1, g2,r}, the challenger c randomly selects elements a,b, c,z €
Z. and a random bit K€ {0,1} . If K=0 , c sets Z =e(g;,g,)%¢ ; otherwise, Z = e(gy, g;)? . Let y =
(91,92, 9% g2, g5, 9%, g2, g5) . Next, it is assumed that the tuple (¥, Z) is transmitted to B. Then, in the security game described
below, B assumes the role of the challenger c .

Initialization: The adversary A sends the access policy A = (A, p) to B, and at the same time, S is set as the attribute set
mentioned in A. B records: the set of row indices of matrix A {1,2, ...,1} ; the set of attribute authorities involved in the policy
A={aid | 3i,p(i) €S} -

K o

Setup: B selects t ,,; = b, randomly selects a; o € Z.(i = 1, ...,K), and calculates g5 = gE‘zl %0 . for each aid € A, B
randomly selects a,;4 € Z, , and implicitly sets the master key component o ;g of AA 4y as &, = % +a',;,; B randomly
selects 8,4 € Z, , and calculates PP ,;,; and MSK ,;; . According to any n>1, run RevSetup (since u is random, u can be set to 1

without affecting the distribution), calculate h; = g5 , h; = g5 " KR = gfnﬂ , and generate (PPR, SKR).

Phase 1: The adversary A requests the key for any attribute set S, with the constraint that the attribute set S’ does not
satisfy the access policy A . At the same time, B selects a user identifier j , randomly selects 8,iq € Z, to generate

ab
. B Cval g+ 6uia-Bai
(UPK ,;q, USKyiq) ; for each aid € A, calculate Kyig qia = 9y aid*Suid-Faid — 95 “aia*Outd Bald; for x €S’ NS,q , calculate
Suid-taidatxH(x)-H(u) Syidb-ty-HX)-H(u)
Duid,x = gluld ad = g1uld * . Send UPKyiq, USKyig, Kyig = {Kuid,aid}' Dyiq = {Duid,x} to A . A

can execute UserKeyGen,,, to generate the proxy decryption key DFK,,;q and the recovery key z ;4 .

Challenge: The adversary A generates two messages of equal length my, myE€GT for the challenge. At this time, B
simulates the execution of OSPEncrypt and DoEncrypt. B selects a random t € {0,1}, then calculates E = [[4;4ea gf aid and

ab
F = [Taiaea € (g1, 92)% = e(gy, go)>aide (e+at) = e(gy,9,)*® L Using c as the secret value s, construct the column vector
v = (¢, Sy, -, Sn) , and calculate the share A; = A; . v . Then, fori = {1, ..., 1}, B randomly selects o, T; € Z, , and sets: C = m, -

AW n+1 I, n+1 -T; U i
F$-CR =m, - e(gy,9,)® 24 e(gy,92)°"" =m, - Z-e(gy, @)%+, Cy = g§,Coi = E-T, - EM,Cpy = gy -

C3; = A; — A} — o(A; € Z, ) . Finally, B defines the challenge ciphertext CT* = (AX, E,C,Cy, {Cl,i' Cyi C3,i} and sends it to A .

Phase 2: Identical to Phase 1, with the only restriction that the ciphertext to be decrypted cannot be CT*.

Guess: Finally, A returns a value t’ € {0,1} , which represents the guess for t. Ift' = t, B outputs K = 0, indicating that Z =
e(g1, g2)®° , which means that according to the access policy A, CT has been constructed as a valid encryption of m, . If t’ #
t, B outputs K = 1, indicating that Z = e(g,, g,)* , which means that A cannot obtain any information about m, . Consider the
following cases:

o IfZ = e(gy,g,)%, B has the same advantage as A in winning the game. Thus, Pr[B(Y,Z = e(g;,g,)?*¢) = 0] = 1/2 + &.
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o IfZ=-e(g;,g,)*, then the message m, is randomly masked, and the advantage of B in this case is: Pr[B(Y,Z =
e(g1,82)") = 0] =1/2.

Considering the above cases, the advantage of the simulator B in solving the DBDH problem is: Advpgpy(B) =

E (% + s) + % . % - %| = 2 Since € is assumed to be nonnegligible, it can be seen that Advpgpy(B) = gis also nonnegligible,

which contradicts the DBDH hardness assumption. Therefore, no PPT adversary A can break the CPA security of the proposed
scheme.

6.3.2. Forward Security

In this scheme, for a user to correctly decrypt the ciphertext, they must first go through the outsourcing server. The
outsourcing server uses the outsourcing decryption key to pre-decrypt the ciphertext to obtain the pre-decrypted ciphertext, and
sends the pre-decrypted ciphertext and the original text component C to the user. The user then uses the recovery key they hold
to perform the final decryption on the pre-decrypted ciphertext to obtain the plaintext. When some attributes of the user are
revoked, DO updates the revocation component and the version number. When the revoked user requests decryption again, the
calculated revocation recovery component Dy is associated with the new version number, and the user cannot use the saved old
pre-decrypted ciphertext to decrypt and obtain the plaintext. When a user is revoked, the proxy server will directly delete the
user’s outsourcing decryption key and no longer respond to the user’s requests. Therefore, the scheme has forward security.

6.3.3. Resistance to Collusion Attacks

This scheme has the ability to resist collusion attacks to ensure data security. When a revoked user colludes with a legitimate
user, due to the scheme, the private keys assigned to users during registration are different, and the attribute keys generated for
each user are also related to the user identifier. Therefore, even if multiple users collude, the attribute keys they generate are
independent, and they cannot jointly decrypt the file.

On the other hand, when a revoked user colludes with the proxy, even if the malicious proxy allows the revoked user to pass

the first two steps of the OSPDecrypt process, the equation : Dg, =e(ﬁj_p(i),Czyi)l/H(p(i))AH(u) =

. 1/H i))-H
e(gfjtk-tp(i)-H(P(L))-H(u)/Zj’gri> /H(p(D)H(uo)

5 JH (p (i)) - H(u,)cannot be correctly canceled during the outsourcing decryption

calculation to obtain D. This leads to an incorrect calculation of D, ultimately preventing the revoked user and the malicious
proxy from jointly decrypting the file.

7. Performance Analysis
This section compares proposed scheme with Liu89[15], Yin[7], Li[11], and Luo[19] through theoretical analysis.

7.1. Theoretical Analysis
To begin, we compare the functional features of these schemes, focusing on aspects such as attribute revocation and
outsourced decryption. The results are summarized in Table 2.

As shown, Li [19] supports neither attribute nor user revocation, nor does it provide outsourced decryption. Luo [20] supports
outsourced encryption, outsourced decryption, and attribute revocation, but it adopts a single-authority model, which brings the
key escrow problem. Yin [7]supports user revocation but lacks outsourced encryption or decryption. Both Liu [15] and the
proposed scheme use a multi-authority architecture and support both attribute and user revocation; however, Liu [15]does not
support outsourced encryption.

In comparison, the proposed scheme not only achieves outsourced encryption and decryption and supports attribute and user
revocation but also employs a multi-authority framework to enhance security.

Table 2. Comparison of features of previous schemes and the proposed scheme

Schemes Auths Outsourced Enc | Outsourced Dec Revocation
Liu[19] | Multi- Authority No Yes Attribuate/User
Yin[7] | Single Authority No No User
Li[15] | Multi- Authority Yes No No
Luo[11] | Single Authority Yes Yes Attribuate/User

Ours Multi- Authority Yes Yes Attribuate/User
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Secondly, analyzing these schemes theoretically in terms of user key size, ciphertext size, and storage cost of public
parameters. In the comparison, the following notations are used: |Z,|, |G|, |G,|, |G, |, |G| denote the element sizes in the groups
Z., G, Gy, Gy, G, respectively; Ny, denotes the number of attributes for a user; N, denotes the number of attributes contained
in the access structure; N,,, denotes the number of user attributes; s, denotes the size of the access policy A; r denotes the number
of users in the revocation list; Ny, 4 denotes the number of attribute authorities. We assume all groups are of the same prime
order, so the element sizes in different groups are identical.

Table 3. Comparison of storage overhead
Schemes | User Decryption Key Ciphertext
Liu[19] |Z, | 2|Gy| + 2|Gr| + |Z, ]
Yin[7] G+ 2G| + 1Z,| |Gr| + (6 + 2s, + 27)|G]|
Li[15] (2Nyq +3)IG| sy + DIG| + |Gy
Luo[11] (Naa +3)|G| (Nya + N + 2)|G| + |G|
Ours | Z, | SalZe |+ (1 + S)IG| + (1 + SPIG,| + |G|

The results are shown in
Table 3. It can be seen that the user decryption key size in Liu [19] is smaller than that in the other three schemes and is
equal to the key size in the proposed scheme. Liu [19] has the smallest ciphertext size, while the proposed scheme outperforms
Luo[11] and Yin [7]in terms of ciphertext size, with Yin[7]’s ciphertext size being nearly double that of the proposed scheme.
The ciphertext size of Li[15] is comparable to that of the proposed scheme.

Finally, theoretically analyzing the computational costs of the proposed scheme and comparing the schemes during the
encryption, decryption, and revocation phases. To ensure objectivity and accuracy, the theoretical comparisons for specific cases
are expressed using the parameter symbols from the original schemes. Here, y denotes the number of attributes shared between
the access matrix structure and the user attribute set; Tg', Tg,, Tg,, Tg, denote multiplication operations in groups G, Gy, G, Gr ,

respectively; T¢, T¢, , T¢,, T, denote exponentiation operations in the respective groups; p denotes one bilinear pairing operation.
In Yin[7], k represents the minimum number of attributes required to satisfy the access policy.

Table 4. Comparison of computation overhead

Schemes DO encryption US decryption

Liu[19] (Naga + 1)TE + N, TE + p + 2T, TE + TE,

Yin[7] T, + B+ 2s)T¢ + (sa + 1)Tg" G+k+2rp+ (k+ DTg, + (r + DTg
Li[15] (2s, + DTE + 25,T¢ ¢+ T¢

Luo[11] (Nyq + Ng + 2)T¢ + T¢, By +DP+Tg,
Ours 255G, + (L + Sp)Tg, + T, + 2Tg, + T¢, 3Tgy + Té,

The experimental results are shown in
Table 4. When the number of attributes in the access structure is the same, the proposed scheme outperforms Yin[7] and
Liu[19] in encryption computational cost. Furthermore, similar to Li[15] and Liu [15], the proposed scheme supports an
outsourced decryption mechanism, requiring users to perform only a few exponentiation and multiplication operations in the
cyclic group GT to complete decryption, which is more efficient than Luo[11] and Yin[7]. The comparison shows that the overall
computational overhead of the proposed scheme is lower than that of existing schemes, making it more suitable for deployment
in resource-constrained lightweight terminal devices.

7.2. Experimental Evaluation

To further analyze the performance of this scheme, the proposed scheme was implemented using the JPBC library in the
environment of the IntelliJ IDEA compiler. The operating system is 64-bit Windows 10, the processor is AMD Ryzen 74800H
with Radeon Graphics @ 2.90GHz, and the memory is 16GB. The number of attributes in the access policy increases from 1 to
100, and the experiment was conducted 10 times. The average value of the 10 experimental results was taken as the final result
of this experiment to ensure the accuracy of the experiment.
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Figure 3 shows the running time of the main algorithms of the proposed scheme under different numbers of user attributes.
It can be seen from the figure that the time for key generation, outsourced encryption, and data owner encryption increases
linearly with the growth of the number of user attributes, while the user decryption time remains basically stable and is relatively
short. The time consumption of the attribute revocation algorithm also increases roughly linearly with the increase in the number

of attributes.

Time cost of the main algorithm (E-MA-CP-ABE)

=4—DKG == Key Generate === OSP Encrypt ==¢=DO Encrypt
==#=OSP Decrypt ==@=User Decrypt === Revoke
2
1.8
1.6

Time(s)

P
—
T . T . T . T ._I
10 20 30 40 50 60 70 80 90 100

Num. of attrs.

Fig. 3 The running time of the main algorithms

AA 1initialization time
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Time(s)
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Fig. 4 The running time of AA initialization
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As shown in Figure 4, the system initialization time of this scheme is close to that of the scheme[11]. Although the
initialization time of this scheme is slightly higher than that of the scheme[11], the initialization parameters of this scheme are

issued by the trusted DO, so it has higher security.

=4¢—=TR-ABE =ii=E-MA-CP-ABE

4.5

3.5

Time(s)

Num. of attrs.

Fig. 5 The running time of key generation

DU decryption time
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0.014
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Fig. 6 The running time of decryption
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In Figure 5, the key generation time of both schemes is roughly linear with the number of user attributes, but the slope of
this scheme is smaller, which improves the performance to a certain extent.

Figure 6 illustrates that most of the ciphertext decryption calculations of both schemes are outsourced to the cloud server,
and local users only need to perform simple calculations, so the decryption time is at a constant level. The user decryption time
of this scheme is very close to that of the scheme [11], and is only slightly lower than the latter.

8. Conclusion

This paper proposes and implements a multi-authority attribute-based encryption scheme that supports outsourced
decryption and dynamic revocation. Instead of relying on a single trusted entity, the system master key is securely distributed
among multiple attribute authorities using a distributed key generation protocol, which effectively eliminates single points of
failure. User attributes are managed collectively by these authorities—this not only reduces the workload on any individual
authority but also strengthens the overall security of the system. On the efficiency side, computationally heavy encryption and
decryption operations are outsourced to external servers, while user key privacy is preserved through the use of randomization
factors. Dynamic revocation is achieved by introducing version numbers that link both ciphertexts and user keys to specific
versions. This means that when a revocation occurs, the keys of unaffected users and the corresponding ciphertexts need to be
updated in a timely manner.

Security analysis shows that the scheme achieves selective security in the standard model and is resistant to collusion attacks
as well as chosen-plaintext attacks. Performance evaluation indicates that, while maintaining the same level of security, the
proposed scheme significantly reduces the computational burden on the user side compared to existing approaches, making it
well-suited for resource-constrained mobile environments. In addition, it outperforms benchmark multi-authority schemes in
terms of key generation, encryption, and decryption performance.

Future Work

In practice, deploying a fully distributed key generation protocol along with outsourcing servers inevitably adds extra rounds
of interaction, which results in higher communication overhead during decryption compared to other schemes. Finding ways to
simplify or reduce these interactions—so as to lower the overall communication cost—remains an important direction for future
work.

Moreover, the correctness of the revocation mechanism currently assumes perfect synchronization. In real-world
deployments, issues like version rollback and update latency would need to be addressed through further refinements. The scheme
could also be extended to achieve security against chosen-ciphertext attacks.
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